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INTRODUCTION

The Joint Government-Private Sector Committee of Experts on Electronic Commerce was established by the San Juan Ministerial Declaration in March 1998.  The Committee was asked to develop recommendations to Ministers regarding the ways in which the benefits of electronic commerce could be increased and broadened, and how to deal with electronic commerce in the context of FTAA negotiations. In order to develop its recommendations, the Committee was mandated to:

1. Keep itself appraised of, and exchange views on, activities in other for a –

Such as the WTO, the OECD, WIPO, UNCITRAL, UNCTAD, and APEC – in order to increase understanding of the potential benefits of electronic commerce.

2. Examine the issue of electronic commerce with a view towards identifying the environment that will allow electronic commerce to benefit countries in the hemisphere.

3. Discuss the Internet “readiness” of FTAA members.

4. Identify the ways in which the use of electronic commerce can influence the operation of trade obligations, trade policy, security, confidentiality, etc

The Joint Committee held five meetings between October 1998 and September 1999, averaging 20 countries in attendance at these meetings.  Private sector experts attended all of the meetings.  The Committee was chaired by Senator Dale Marshall of Barbados, with Ruben Morales from Guatemala elected as Vice Chair.

A Work Plan was agreed to by the Committee members at their second meeting.  The Work Plan provided the basis for the Committee’s work and covered 26 issues under the three broad headings of: Making it Work: Electronic Commerce and Business Facilitation; Legal and Commercial Framework for Electronic Commerce; and User Issues: Building Marketplace Confidence for Electronic Commerce. 

In the context of the Committee’s work, representatives from the WTO, WIPO, UNCITRAL, and ICANN made presentations on the work related to electronic commerce in these fora.  Also in the context of its mandate, the Committee authorized the preparation of two studies by the Tripartite Committee on a List of Indicators Relevant to the Determination of Internet “Readiness” of FTAA Members and a compendium on the Legal and Regulatory Framework Relevant to the Operation of Electronic Commerce in Countries of the Western Hemisphere. Work on these studies is still in progress.
This document represents an attempt of the Chair of the Joint Committee of Experts to summarize the vast array of issues that were discussed by the governmental and private sector experts who participated in the meetings of the Committee.  Each issue is first presented in general terms, followed by a discussion of the policy challenges facing FTAA member countries as they attempt to increase and broaden the benefits of electronic commerce. The Chair wishes to thank Committee members for their work, and acknowledges the valuable assistance of the OAS in the preparation of this Summary. 

1.
STRENGTHENING THE INFORMATION INFRASTRUCTURE

Work Plan issues: 

· Network access and reliability

· Standards and technical regulations.

Network Access and Reliability

The Internet is likely to provide the platform for many of the electronic information and transactional services, such as medical, education, government, shopping and travel services to which the public at large will increasingly want access in the future.  Several market research firms have forecast explosive growth of Internet based electronic commerce, both business-to-business and business-to-consumer, with revenues in North America doubling every year for the next five years.  Governments in many countries, and at all levels, are joining the private sector in turning to the Internet and other modes of electronic service delivery, to improve service availability and delivery and reduce costs.

Several factors determine the diffusion of electronic commerce by users in a given country. These include: the extent and nature of organizations providing Internet access, the quality of the telecommunications infrastructure and the cost of access to it, the level of personal income and access to personal computers, the availability of technical skills, and the policies and regulatory environment which allow the medium to flourish and determine security, equity, cultural and other concerns. 

In a knowledge-based economy and society, the telecommunications infrastructure plays a role similar to that of roads, railways and canals in an industrial society.  For businesses and individual citizens alike, affordable access to the telecommunications infrastructure is becoming a necessary condition for effective participation in a knowledge-based economy. Telecommunications policy and regulations have typically addressed the issue of access and universality in terms of public network access and basic telephone service.  Many countries in the Americas are still working to achieve universal, affordable access to basic telecommunications services. This level of access allows a user to connect a fax machine or a modem-equipped computer, thus providing the commonest form of individual access to the Internet.

Policy Challenges in FTAA Countries

The challenge for those FTAA countries which do not currently have universal, affordable access to the telecommunications infrastructure is how to achieve such access in the new environment of competitive markets. FTAA members must address several key policy questions as they seek ways to improve access for their citizens to the global information infrastructure, among them:

· Will existing carriers or new entrants be able to find the revenue streams necessary to justify the investments needed for the expansion of the telecommunications infrastructure? 

· Will new entrants be able to interconnect with the incumbent carrier at reasonable prices and  in a non-discriminatory manner?
· What role will governments have to play if market forces are unable to bring about the desired outcome? 

· What lessons can be learnt from the experiences of the more advanced countries, and what technical assistance can be given?

The network modernization required to provide the advanced telecommunications services which underpin the knowledge based economy has created a major need for investments in all countries.  The universal, narrow band public telephone network, which was designed primarily for switched voice traffic, will have to be transformed into a broadband network that can efficiently transport huge volumes of packet switched data traffic.  The explosive growth of the Internet will speed up this changeover, and also create a huge new demand for high bandwidth services.   To date, the network infrastructure required to accommodate Internet traffic has been provided largely by the facilities based telecommunications carriers.  

However, new technologies are being introduced at great speeds, such as cellular and satellite technologies, in many cases providing access to remote areas not previously serviced by grounded telephony operators.  As these technologies evolve, they will also be able to improve access to a variety of Internet-based applications where the bandwidth provided by the public switched networks is insufficient.  These developments, whether in the form of research and development or network expansion by public or private operators, will require large new investments. Governments must adopt free market competitive and transparent policies to encourage investment. At the same time, governments also need to ensure, through proper regulation, that their populations receive quality service at just, reasonable, and affordable rates.

The market for electronically delivered services and content is now revolving so rapidly, and the impacts of these services are becoming so pervasive, that new approaches may be needed to address access issues in a way which can evolve to meet critical economic and social needs in a knowledge-based economy and society.  Some have argued that the concept of “universal and affordable access” should evolve to include access to the Internet and other computer network based communications and information services.  Even in developed countries, however, it will be a long time before the penetration of modem-equipped computers to the home, and Internet access from the home, reaches telephony levels.  

An important question that governments still need to address is whether universal access to the information highway necessarily requires access from every home, or whether the concept of universality should be expanded to include community level access from libraries, schools and other neighborhood access points.  Such community access points can play a role analogous to pay phones in the early days of telephone use.  For developing countries, these would seem to be the most practical means for providing access to the Internet platform and its services, to the citizens at large.  The following are some examples from the Western Hemisphere:

· Argentina is currently in the process of installing Community Technological Centers to bring Internet applications to remote areas, as well as installing dedicated lines for Internet access in 1,500 public libraries. 

· The Government of Canada has implemented the Community Access Program (CAP) to help establish up to 10,000 affordable public Internet access sites in rural, remote, and urban communities, by March 31, 2001.  To date, CAP has supported approximately 4,000 Internet access sites in some 3,000 rural and remote communities; the access sites are found in such public locations as libraries, schools, and community centers.

· In Chile, the government is promoting the National Program of Information Kiosks and Community Telecenters on the Internet, with the goal of providing public access to communities across the country by 2006.  

· In Costa Rica, Radiografica Costarricense (RACSA) is executing a project aimed at increasing the number of trunk lines and exchanges in order to improve public access to Internet services.

The universal, circuit switched voice telephone network is generally noted for its robustness and reliability.  In North America, down times are measured in minutes per year, and the public has come to take network availability for granted. This is due not only to inherent design features but also to the operational expertise of the telecommunications carriers who operate these networks.  Long established interconnection and revenue sharing arrangements between the telecommunications carriers permit end-to-end quality of service and simplified billing of users.  However, changes in calling patterns and traffic volumes, brought about by competition in long distance markets and increasing Internet traffic, may begin to adversely affect this reliability and availability unless major upgrading of the network is carried out. Moreover, in some Latin American countries, the telecommunications infrastructure is not developed to the same level that it has reached in North America, thus in some cases adversely affecting the reliable transmission of data, which is particularly critical for electronic commerce.

If the Internet becomes the essential platform for electronic commerce and electronic service delivery, its reliability and availability will become major issues.  It should be recognized that the reliability of the underlying telecommunications infrastructure does not necessarily guarantee the reliability of the Internet as a whole.  The Internet consists of tens of thousands of autonomous networks, united and made interoperable through the use of the TCP/IP protocol.  There is no central governance structure for the Internet, and no one entity is responsible for end-to-end reliability and service quality.  The reliability of the Internet is an issue which will need to be discussed increasingly in international fora.

As electronic commerce continues to develop at a brisk pace, the available bandwidth may prove to be insufficient in some countries in the Hemisphere.  This concern was raised repeatedly in meetings of the FTAA Joint Government-Private Sector Committee of Experts on Electronic Commerce, in particular by members of smaller Caribbean economies.  A shortage of bandwidth could have a strong negative impact on electronic commerce, both in terms of current demand and its potential growth.  Development of network capacity in the countries that do not currently possess an adequate level to meet the increased demand that the requirements of electronic commerce are likely to create is therefore essential.

Standards and technical regulations

The growth of electronic commerce on an international, cross-border basis relies on access to digital network platforms, which is facilitated by means of the effective introduction and maintenance of an open, public standards environment.  This necessitates the coordination of government policies and private sector initiatives to facilitate interoperability within an international, voluntary and consensus-based environment for standards setting.  Among the areas that merit attention from a standards perspective are infrastructure development and electronic commerce applications.  It was suggested that as a matter of principle, the development of new standards in these areas should continue to be market-driven and originate from the private sector, and that business and governments should work with expert international standards-making bodies (ISO, IEC, ITU) to develop standards so as to ensure inter-operability in the Hemisphere and internationally.  

Policy Challenges for FTAA Countries

FTAA members have identified several areas of concern with respect to standards:

· Infrastructure development

From the perspective of telecommunications infrastructure, it is essential that the member states harmonize their networks and services to ensure seamless interoperability across the Americas.  Much of that work is underway in the  Inter-American Telecommunications Commission, (CITEL), a body of the Organization of American States (OAS).  In the area of “Network Access”, work is under way to harmonize and link the telecommunications infrastructures of all OAS member states Pursuant to the Santiago Plan of Action signed by the 34 Heads of State and Government participating in the Second Summit of the Americas in April 1998, an Inter-American Mutual Recognition Agreement for Conformity Assessment of Telecommunications Equipment (MRA) is being negotiated within CITEL.  The purpose of an MRA is to promote trade by mutually recognizing the conformity assessment of telecommunications equipment to an importing member state's mandatory technical regulations.  Similar initiatives have either been completed or are currently being worked on in APEC and between the United States and the European Union.

· Electronic Commerce Applications

The title of this discussion point reflects only the work of the standardization of forms and applications.  A great deal of work has been done in this area already.  In the International Organization for Standardization (ISO), considerable progress has been made to develop electronic document interchange (EDI) standards.  This work is shared with the United Nations (UN) organization on EDI, EDIFACT. Regionally, the US ANSI Committee X.12 has been developing standards for EDI.  Currently, there is considerable effort under way to harmonize these three initiatives.  Within the FTAA, the group of Experts on Customs-related and Business facilitation measures have already reached agreement on a measure intended to "establish compatible electronic data interchange systems between traders and customs administrations that foster expedited clearance procedures." Among the principal elements of the measure are efforts toward bringing customs administrations and the trading community throughout the Hemisphere closer together through the use of electronic systems for facilitating the exchange of information and expediting the customs clearance of goods. 

In developing a functional environment for electronic commerce in the Western Hemisphere, the legal and technological framework in relation to telecommunications must remain flexible and adaptable. Therefore, it is important to treat electronic commerce in as neutral manner as possible from the point of view of both laws and technology.  The legal framework that is developed need therefore remain as technologically neutral as possible.

Before electronic commerce can reach its potential in many countries of the Western Hemisphere, a competitive market in the provision of telecommunications and Internet services must be ensured.  The cost of Internet use remains high in some countries due to the pricing policies of monopolistic telecommunications operators.  The pricing of IT services is to a significant degree a function of the level of competition in the market, with lower prices on average prevailing where competition is freer.  The private sector in Latin America is aware that there is a need to structure the IT market in such a way as to make it more competitive, which would serve to strengthen the market and improve the range and the quality of services offered.  It is equally necessary to adapt the existing infrastructure from the transmission of voice to the transmission of data, as electronic commerce means that increasingly the type of information carried over the existing networks will be in the form of data rather than voice (for example, the delivery of items such as books, CDs, and software in digital format). 

At the same time, it is also necessary to create demand for low-cost, competitive services by encouraging the adoption of electronic commerce in the Western Hemisphere, in particular through the diffusion of the necessary IT skills among the general population and through governments acting as “model users” of electronic commerce.  In Latin America and the Caribbean, an additional requirement is a change in culture and in the attitude of business leaders, consumers and governments toward the use of new technologies for commerce on a large scale.

2.
INCREASING PARTICIPATION IN ELECTRONIC COMMERCE

Work Plan issues: 

· Governments as model users

· Implications for small economies

· Implications for small and medium sized enterprises (SMEs)

· Business to business users 

· Raising skills and awareness
Governments as model users

Governments are already playing a significant role in increasing awareness about the potential uses of the Internet and new communication technologies by making available a number of their services electronically.  Governments are major buyers of goods and services, and major providers of services.  This way of doing business has contributed to cost cuts and an improvement in the efficiency of service delivery.  Electronic means have been introduced for the collection of taxes and the distribution of social security benefits, in customs procedures, in the provision of information and in licensing and patenting.  The Internet and e-commerce are also being used for policy-making, for the delivery of education services, and for polling and voting. To this end, governments in the Western Hemisphere encourage the use of a number of their services over open networks such as the Internet in the following areas:

· Government procurement, by conducting open and transparent bidding processes through the Internet.

· Individual income and business taxation, by providing information regarding the country's tax legislation, posting income tax return forms on government websites and allowing citizens to file their income tax returns electronically.

· Customs procedures through the implementation of electronic data interchange systems between the government and firms engaged in international trade.

· The distribution of benefits, such as social security benefits, direct deposits and remote electronic access to pension accounts.

· Provision of public information and advice in all areas of government activity, by posting information on the websites and electronic bulletin boards of various government departments and agencies, and disseminating information through public listserves.

· Issuing licenses to businesses and individuals by conducting the entire application and assessment process on-line, thus saving time and paperwork and improving the efficiency of the resources used.

· Collecting applications for, assessing and issuing patents on-line.

· Encouraging democracy by increasing the transparency of policy making, through greater public input and wider participation by civil society in the decision-making processes that shape our countries' economies and societies.

· Education, especially in educating the public about government activities, by providing information on-line regarding the work of governmental agencies, public services, new legislation, and so on.

· Introducing electronic technologies for voting in the election of public officials at all levels of government.

· Conducting sales of government properties on-line.

Policy Challenges for FTAA Countries

Governments in the Western Hemisphere are taking steps to gradually introduce the provision of many or all of the services mentioned above on-line.  All the countries that have submitted their responses to the questionnaire circulated by the Tripartite Committee indicated that government agencies are accessible via electronic mail and have an Internet presence (website).  In some countries it is possible to pay taxes and customs duties electronically, as well as to obtain import/ export licenses.  No countries had as yet made provisions for issuing other types of licenses on-line, such as foreign direct investment permits, construction permits, or business operating licenses. In some countries it is possible to access social security accounts and pension funds and accounts, as well as governments’ bidding and procurement processes.  

Implications for smaller economies

The use of electronic commerce should facilitate the access of smaller economies to domestic and international markets with general benefit deriving to domestic services and manufacturing industries, as well as intermediary activities. Thanks to the Internet, smaller economies will have better access to information, be able to communicate more easily and make more business contacts, thus facilitating trade expansion. Electronic commerce could thus positively impact on technology as applied to production processes and innovation, such as "just-in-time" inventory control, sales forecasting, better customer service and targeted marketing, bringing about cost reductions and enhancing efficiency. 

For example, nearly 25% of employment in the Caribbean is related to travel and tourism. Datamonitor predicted in April 1998 that travel will be the largest online data product by 2002. Online travel transactions should increase from 7% in 1997 to 35% by 2002. However, for small economies to be able to benefit from this alternative to traditional commerce, they must be able to have access of the Internet and count  on trained users in their domestic markets.

Policy Challenges for FTAA Countries

Factors affecting the growth of electronic-commerce in smaller economies include: 

· the relative newness of online commerce in the region;

· lack of a modernized infrastructure in the telecommunications industry;

· lack of competitive access to telecommunications and Internet services;

· narrow width of band access;

· fewer connected computers per capita; and 

· the inability to ensure secure transactions. 

These factors could restrain the growth of electronic commerce in smaller economies, and are similar to the factors encountered even in the larger developing countries in the Hemisphere. 

The adoption of the Internet and other technologies that enable individuals and businesses to carry out electronic transactions also depends in large measure on the cultural attitudes towards Internet, in the business world and in society as a whole.  In Latin America and the Caribbean, many traditional businesses have resisted incorporating new technologies into their business strategies and practices.  

Although part of the resistance to adopt Internet-based methods of doing business may be related in part to the high cost of switching and acquiring the skills necessary to operate in the new environment, there are indications that traditional attitudes towards business relationships are just as important and may act as an inhibiting factor to the introduction of electronic commerce.  Smaller economies stand to benefit by adopting an open attitude towards the new Internet-based technologies, and governments in these economies may be well placed to encourage the widespread adoption at every level of society (government, business, academia) of the Internet.  In this way, they could serve an important function in familiarizing their societies with the new medium and placing them in an advantageous position for the future.  This is particularly true in smaller economies that derive significant revenues from their services sectors, or those countries looking to further develop their services sectors or connecting suppliers of locally manufactured goods to international markets.

Implications for small business

Small businesses today are using the Internet in increasing numbers to attract new customers, build relationships with suppliers, and cut the costs of serving established clients. The value of electronic commerce is expected to grow exponentially over the next decade, and it is expected that many small and medium enterprises (SMEs) will foster this growth. 

SME’s adoption of electronic commerce depends on their perception of the opportunities afforded by electronic commerce and the relevance of these opportunities to their business.  Given the relatively recent growth of electronic commerce, the effects of electronic commerce on SMEs' internal and external environment (which includes the SMEs' internal business functions and processes, overall strategy, and relationships to suppliers, customers, and the government) are still not entirely understood. Moreover, the costs associated with accessing the electronic market may be too high for many SMEs, and the benefits as yet too uncertain.  Studies show that factors such as firm size, location, and sector of economic activity influence the rate of use of electronic commerce among SMEs. Figures for SMEs using the Internet in Latin America and the Caribbean are relatively scant compared to comparable figures in the United States or Canada, where recent studies indicate that electronic commerce has been adopted by approximately one-half of SMEs.  

Policy Challenges for FTAA Countries

Surveys and studies generally indicate that SMEs lack an understanding of the potential benefits associated with use of the Internet, of how to develop electronic commerce profitably or how to cope with the rapid growth and the complexity of rules affecting electronic commerce. In some economies, the problems of SMEs in accessing and engaging in electronic transactions are compounded by the limitations imposed by the existing infrastructure and by a lack of technical skills that limits the speed of diffusion of electronic commerce.

While discussions to date indicate considerable consensus among FTAA countries that electronic commerce should be allowed to operate as freely as possible from government regulation, there exist strong rationales for governments to address the problems that impede SMEs from adopting and using electronic commerce.  Governments can assist SMEs in overcoming such limitations as gathering information and assessing the risks and the costs and benefits of investing in new technologies in any of the following ways:

· By creating an appropriate and enabling regulatory framework that will help reduce the likelihood of high costs of liability. 

· By undertaking SME education campaigns to clearly show how electronic commerce can assist them in reaching new international markets and document the local infrastructure and support programs available to help them join the digital economy.

· By exploring ways to tailor existing trade promotion programs to better support SMEs' penetration of foreign markets through the use of electronic commerce, such as virtual trade shows.

· By working with local business organizations and chambers of commerce to develop sites where SMEs can network, post information, and exchange ideas about lessons learned and best practices.

· By raising awareness with regard to new technologies and encouraging their adoption. 

· By introducing electronic procurement as a general method for doing business, and by introducing transparent methods for bidding for government contracts.

· By facilitating the electronic payment of taxes and customs duties.

In recognition of their role in helping SMEs overcome information and cost barriers to entering the expanding electronic market, some governments in the Western Hemisphere have adopted specific policies and programs, with considerable private sector input. These policies and programs cover issues related to the security of data transmissions, privacy and other consumer protection issues, and intellectual property rights.  They often form part of broader electronic commerce or development strategies, and may be worth considering as models for other governments concerned with fostering economic growth through electronic commerce.  

The rate of adoption of new e-commerce technologies by SMEs and their incorporation of e-commerce strategies is currently unknown in much of Latin America and the Caribbean.  Yet in order to craft policies that will eliminate barriers to the diffusion of electronic commerce and to encourage the adoption of new technologies in countries where their adoption has lagged, it is crucial to determine how important hose obstacles are.  In this context, some questions that remain to be answered are:

· What methods exist for the collection of reliable data on the current use, rate of diffusion, and economic contribution of electronic commerce among SMEs in the Western Hemisphere? 

· What measures can be taken to reduce the costs of access to public switched telecommunications networks, where charges are based on time and result in higher user costs that small businesses may find difficult to meet?

· In what ways can governments, the private sector, and international institutions contribute to raise awareness among SMEs about the potential benefits of a commercial presence on the Internet?

· What role can governments and the private sector play in educating SME members about available technologies and prevailing rules for conducting business on the Internet, so as to encourage the practice of doing business electronically?

· What programs and policies have been adopted in the Western Hemisphere (by governments and the private sector) in support of SMEs' adoption of e-commerce technologies and business models?

Business to business users

The largest segment of electronic commerce continues to be business-to-business, although the business-to-consumer segment of electronic commerce has made significant gains in recent years. At present, the sectors that  seem to be benefiting  a great deal in terms of revenue from electronic commerce are: utilities, shipping/warehousing, motor vehicles and petrochemicals.  When measured in terms of Internet sales, the leading sectors in the Western Hemisphere are travel, PC hardware, books and flowers., 

For manufacturing companies that produce a wide-range of products, the Internet is proving to be a powerful tool throughout their supply and manufacturing processes.  Such companies have traditionally relied on a mix of paperwork and intricate connections between mainframe computers.  Switching to the Internet avoids the inefficiencies and high costs of paper records, while also bypassing the need for data-support to traditional computer-to-computer links, known as electronic data interchange.  In addition, it reduces the advertising costs of small and efficient producers, and allows them to reach a wider audience, develop business partnerships and enter into contracts with large corporations that operate internationally and are constantly searching for cheap sources of inputs into their global manufacturing and distribution chains.

In the transportation sector, many companies are now using the Web to book and trace shipments of physical goods.  Customers have the option to fill out bills of lading electronically, help calculate their own freight charges and monitor shipments as they move along the carriers’ networks.  As Internet shopping booms, the number of shipments and deliveries are also increasing sharply.  The success of these developments depends in large measure on the global adoption and acceptance of such instruments as electronic bills of lading.  Private international bodies, such as the International Chamber of Commerce, have been active in recent years in developing such instruments and gaining acceptability for their use in the conduct of international trade.

The Web’s fastest business advances have occurred in the computer industry, or in closely related fields, the high technology sector.  Most studies indicate that computer hardware and software make up the largest category in electronic commerce.  In many cases software companies let online customers download programs directly to their computers, thus eliminating the need to ship computer disks and reducing the time of delivery.  Nonetheless, according to industry representatives, the online market for information technology products and services currently constitutes just a small percentage of the total sales of the industry.  Unless high-speed data transmission becomes widely available, software downloads are not likely to exceed 10 to 20 percent of the sales. 

Policy Challenges for FTAA Countries

Among the questions that were raised in the FTAA Joint Committee of Experts on Electronic Commerce, the following were discussed in the meetings that dealt with issues pertinent to business users:

· How can governments, the private sector and international organizations address the barriers to electronic commerce in order to increase the number and diversity of business users?

· How can the use of a wide range of network-based applications and services be promoted in developing countries (not only e-mail for business-to-business or business-to-government communications, but also web-searching techniques for business purposes, creating web pages, and using electronic payment technologies)? 

· Is the size of a firm in cyberspace a limitation to the expansion of business-to-business electronic commerce? 

The International Finance Corporation (IFC), in a recent study on the use of the Internet by corporations in developing countries, showed that in such companies fewer people have access to the Internet than in developed country companies.  The primary benefit of the Internet mentioned by developing country companies is use of e-mail, used for communications both within the company and externally.  However, many of the developing country companies that use the Internet already have their own home pages and use the Internet to make searches, but only a few have transactions-enabled sites.  Other uses such as financial and credit transactions are less common in parts of Latin America and the Caribbean than in North America,  in part due to the state of financial regulation, contract law and other general business legislation or practice.  

A number of legal issues need to be resolved before the benefits of business-to-business electronic transactions may be more broadly enjoyed throughout the hemisphere, such as issues of jurisdiction for transactions, rules of evidence of transactions, the protection of intellectual property rights, tax responsibilities and contract enforcement, among others.

Moreover, as in the case of small and medium enterprises (SMEs) discussed previously, the cultural resistance to the adoption of electronic commerce as a strategic resource for business need be overcome.  In some countries where the development of electronic commerce is less advanced, governments could play a significant role as early adopters of the technology and business practices that foster electronic commerce, and help diffuse its use among businesses and familiarize the population at large with its use.  

Raising Skills and Awareness

As electronic commerce evolves and more types of commerce are carried out electronically, there will be an increased need for specific skills.  Basic computer knowledge and knowledge of the Internet is needed if only to search for a product or information.  However, other skills, such as understanding of a foreign language, skills in designing a website, and skills regarding electronic payments will be needed to take full advantage of the opportunities available.  In addition, there will be an increased need for technical skills required to service e-commerce related equipment.

Many developing countries, in particular, do not yet possess such a skilled workforce.  Skills building in the field of information technology is therefore crucial.  The development of electronic commerce puts a premium on the development of education policies to ensure that training institutions’ curricula meet the needs of industry.

Electronic commerce itself can contribute to the educational process, for example through distance courses via the Internet, which may enhance education possibilities and the quality of the education offered.  Universities can link with one another to enable universities in developing countries to get access to databases and other valuable information, a process that is already well underway on a subregional basis in Central America and the Andean Community.

The potential benefits will not be derived automatically and equally by a majority of the population.  To ensure that even the poorest segments of populations benefit, it will be necessary for policy makers to ensure the availability of extensive basic education and access to the required infrastructure.  In some countries, such as Peru, governments are introducing programs for extending the provision of secondary education to remote rural areas via satellite and other technologies.  

3. 
CLARIFYING MARKETPLACE RULES

Work Plan issues: 

· WTO agreements

· Intellectual Property protection

· Internet governance

· Taxation and electronic payments

· Contract law
The relationship between the WTO Agreements and electronic commerce

As electronic means of contracting and delivering goods and services become more pervasive in international commerce, new issues have come to the fore tat were not in the past considered under the WTO agenda.  Other issues need further clarification under existing agreements.

Following the May 1998 Declaration of Ministers, which extended the moratorium on customs duties on electronic transmissions and established a work programme, the General Council of the WTO assigned the Council for Trade in Services, the TRIPS Council, the Council for Trade in Goods and the Committee for Trade and Development to investigate the relationship between various legal and other issues and electronic commerce under the umbrella of the WTO.  These bodies reported back to the General Council on July 30, 1999 with their findings.

In the Interim Report released by the various WTO bodies at the end of March 1999, participating members reached the following conclusions: 

· Under the GATS Work Programme, the general perception of WTO members is that electronic delivery of services would fall within the scope of the GATS. Therefore, measures affecting electronic delivery are "measures affecting trade in services," and all GATS provisions should apply to the supply of services through electronic means (general obligations and specific commitments). GATS makes no distinction between the different technologies for delivery of services. Electronic delivery of services is relevant to each of the four GATS modes of supply: cross-border; consumption abroad; commercial presence; and presence of natural persons.  Electronic delivery could therefore be considered to be covered by specific commitments in schedules, subject to relevant bindings or limitations. 

· The GATT Work Programme comprises issues like market access for and access to products related to electronic commerce, customs valuation issues, import licensing issues, customs duties and other duties and charges, standards-related issues, rules of origin issues, classification issues. According to the Interim report, the central question relates to the characterization of end-to-end electronic transactions as services, goods, or some other category. GATT obligations apply to physically delivered goods that were purchased by electronic means.. The issue of classification of products traded electronically as goods, services, or some other category is also being addressed in more than one WTO body, with a view to determining whether such products are covered by GATT (goods) or GATS (services) for purposes of customs duties, licensing, quantitative restrictions, national treatment, trade covered, based on the recognition that different rules and disciplines apply depending on whether they are treated as goods or services. WTO members were not able to reach consensus on the core classification issue.  During the FTAA Committee's discussion of the issue, members indicated that most aspects of e-commerce under discussion in the GATT work programme could only be meaningfully addressed once the classification issue has been resolved. 

· The Work Programme under the TRIPS recognizes that  most goods and services traded electronically have a high level of intellectual property content.  The report noted that a secure and transparent legal environment would help foster the development of electronic commerce. It also acknowledges the work undertaken at WIPO on issues related to the protection of intellectual property in electronic commerce.

· The WTO Committee on Trade & Development is analyzing the effects of electronic commerce on trade and development of developing countries, notably on small- and medium-sized companies in those countries, as well as ways to enhance the participation of developing countries, and the use of information technologies to better integrate developing countries into the multilateral trading system.  Also under analysis is the possible impact on the traditional means of distribution of physical goods, such as the displacement of intermediaries and the emergence of new ones. This WTO Committee is also investigating the fiscal and financial implications of a growing share of commerce via electronic means for developing nations. 

In addition to the work undertaken as part of the Work Programme initiated in May of 1998, the WTO is currently engaged in analyzing other aspects of the facilitation of electronic commerce:

· In relation to Internet access services, it is a fact that e-commerce often and increasingly requires access to the Internet.  In some regimes, Internet access services are liberalized, in others they are available only from a monopoly telecom operator. Nonetheless, it is generally recognized that competition in Internet access services reduces their cost to users and increases the range of services available. Ten WTO members committed in GATS to competitive Internet access services;  some members consider them covered by other listed services.  

· With respect to basic telecommunications, it is known that telecom services are essential to the infrastructure for e-commerce. The GATS Agreement on Basic Telecommunications services came into effect in February 1998;  implementation of GATS commitments on telecommunications will help widen access to networks and reduce the cost of transmission. Under the "technology neutral" telecom scheduling, committed services (voice, fax, data) could be supplied over the Net, unless otherwise indicated.  Obligations of the GATS Telecommunications Annex and the Reference Paper on Telecommunications Regulatory Principles are critical for Internet and electronic commerce.  The WTO Reference Paper was signed by 65 countries.  Under the Telecommunications Agreement, twenty countries in the Western Hemisphere made offers in February, 1997.  One assessment of these offers indicates that eleven of the 20 offers from the Americas were strong across the board.  The offers by the Dominican Republic, El Salvador, Guatemala, United States, and Chile were to take effect on 1 January, 1998.  Offers by Argentina, Bolivia, Peru, Venezuela, and Colombia will be in place by 2001.  The offers by Grenada, Antigua and Barbuda, Trinidad and Tobago, and Jamaica do not take effect for a decade or more.  Canada, Mexico, and Brazil all maintained restrictions of varying severity on foreign investment. (Gary Clyde Hufbauer and Erika Wada, Unfinished Business: Telecommunications after the Uruguay Round, 1997;  for a list of Commitments and MFN Exemptions Resulting form the Negotiations, see the following website:  http://www.wto.org/wto/services/tel13.htm)

· Under the Information Technology Agreement, customs and other charges on IT products are to be eliminated through annual reductions from July 1997 to January 2000.  Some developing countries have agreed to eliminate duties over longer periods. In general, the commitments cover computers, telecoms equipment, semi-conductors, semiconductor manufacturing equipment, software, and scientific instruments.  To date, 44 countries have signed the ITA.  Proposals for expanding coverage of the agreement (ITA II) are under consideration.

Policy Challenges for FTAA Countries

Concerns have been raised regarding the impact of new technologies and their use in international commerce on the commitments of the FTAA member countries under the various multilateral agreements: 

· The need to clarify the classification of some products as goods, services, or some other category when they are delivered electronically.   

· The need to determine what are the  financial implications of foregoing tariffs on all intangible products transmitted digitally.  To date, the customs revenues foregone are still minimal  for two reasons: first, because electronic commerce still represents a very small proportion of all international trade, and second, because multimedia goods are already subject to low tariffs.  Moreover, some of the revenues lost from customs tariffs could be offset with gains in technology and improvements in productivity.

· Questions relating to infrastructure development, in particular in what regards the fulfillment of commitments on basic telecommunications under the WTO, as there is no formal monitoring mechanism for implementation.

· The importance of basing future commitments at the hemispheric level on existing multilateral obligations, keeping in mind that the purpose of the FTAA is to further reduce and eliminate barriers to trade and to eliminate distortions.  The question then is to identify the most trade-liberalizing path for the Western Hemisphere, and address those issues that are not currently covered by specific commitments under GATS as they relate to electronic commerce.  FTAA countries recognize the importance of the work carried out by the WTO and have indicated that the Report of the WTO on the issues contained in the Work Programme will provide an important frame of reference for future work on electronic commerce in the FTAA.

Intellectual Property Protection

From an intellectual property perspective, the developments associated with electronic commerce have the potential to affect virtually every aspect of the protection and exploitation of intellectual property.  Just to focus on one obvious example, the advent of digital technologies, some years ago, made it easier to create perfect quality copies of works and protected content, even if this was done by unauthorized persons.  Now, the spread of global digital networks has compounded the situation by enabling the possibility to instantaneously distribute, or stream, the unauthorized works around the world.  At the same time, electronic commerce creates new opportunities for owners of intellectual property; but to engage in such commerce, they need to have assurance that their rights will be protected against new forms of infringement and piracy.  While new technologies have been designed to protect digital works from being pirated or altered, such as encryption technologies, tamper-resistant electronic envelopes, electronic watermarking and others, none are as yet completely invulnerable to technologically-ingenious pirates.

The issues relating to the protection of intellectual property on open communications networks are equally important for developed and developing countries.   Usually they are discussed in terms of artistic works, whether in written or recorded (audio-visual) format, but they also span educational and other materials that can serve as powerful tools for development.  

Thus, electronic commerce poses challenges that are substantial, complex and international in dimension. The impact of global electronic commerce on intellectual property raises a problem that is common to all disciplines and not unique to intellectual property.  It is the problem of the appearance in a world that has been organized into discrete physical units, each with the attributes of sovereignty, of a medium which respects no such physical division of the world.  All of our institutions––legal, administrative and social––have been constructed on the basis of the physical division of the world into separate countries.  In the particular area of intellectual property, this has produced the legacy of a well developed system of intellectual property rights that are granted separately in and for particular territories.  The Internet, and the commercial activity now taking place on it, have produced the challenge of the global exploitation of many of those territorially bound intellectual property rights.  Moreover, the Internet is a privately administered medium and any response to activity on it will have to be designed taking this into account.

Mechanisms exist in the international arena to deal with trade-related matters in the protection of intellectual property, as well as in addressing the relationship between intellectual property rights and electronic commerce.  Provisions exist under the WTO TRIPs agreement to deal with the former.  WIPO has taken important steps in recent years in clarifying the new and dynamic interface between intellectual property issues and the creation and distribution of digital works over open networks such as the Internet.  

· WIPO has been actively involved in the development of the Internet Domain Name Process, which touches on issues related to Internet domain names and related intellectual property issues, namely trademarks and service marks.  The Process was approved by the Member States of WIPO, but it is being carried out with significant participation from the interested sectors of the Internet community: the owners of trademarks and the business community, other intellectual property groups such as those representing copyright interests who have focused on certain issues, the Internet engineering community, the technical companies that are providing connectivity and registration services, and those specially interested in civil liberties and free speech.  All these sectors have had the opportunity to comment at the multilateral level on the development of concrete mechanisms to resolve the problems arising out of the collision of trademarks and domain names.  At the same time, the Member States of WIPO have collaborated in the organization of regional consultation meetings on the issues, have contributed their own comments and will consider the set of recommendations that will be transmitted to the new corporation (Internet Corporation for Assigned Names and Numbers, ICANN) being formed to manage the domain name system.

· The issue of service provider liability has become a widely discussed topic in relation to intellectual property protection, as a result of the  increasing involvement of telecommunications carriers in transactions, both legal and illegal, in materials protected by copyright and neighboring right laws.  Service providers have been seeking broad legal exemptions for their activities.  Such exemptions are seen by some to retard rather than promote the development of electronic commerce, by diminishing the incentives for these businesses to cooperate with creative industries to fight piracy.  Marketplace, contract-based arrangements, have thus far prevailed in resolving this issue.

· Enforcement and dispute resolution issues: WIPO is currently contributing to the protection of intellectual property on the Internet, through the rapid implementation of an international process addressing the relationship between Internet domain names and trademarks, and the related dispute resolution issues.  This process involves direct participation and input from the private sector. The process is being carried out through Internet-based consultations, as well as regional meetings.  The result of this process is not intended to be a new international instrument adopted as treaty, but rather a practical contribution to the on-going self-regulatory approach for the future organization and management of the domain name system.  The WTO TRIPs Agreement also provides minimum standards for the enforcement of intellectual property owner's rights through judicial and administrative means.  The TRIPs Agreement also obligates governments to use law enforcement against commercial-scale pirates.

· WIPO administers several treaties through which one can seek and obtain protection in a number of countries for patents, trademarks, or industrial designs through centralized procedures.  Applications under all of the treaties administered by WIPO increased considerably during 1998. Perhaps the highest priority for WIPO in relation to electronic commerce and the digital agenda is in the area of copyright.  Here the emphasis has been on the implementation of the two new treaties concluded in December 1996, the WIPO Copyright Treaty and the WIPO Performances and Phonograms Treaty. These treaties signal the way for the adaptation of the historical system of copyright to digital networks. 

The two Treaties have not yet entered into force, as the number of signatories needed to bring them into force has not yet been reached.  The Copyright Treaty has been signed by 51 countries worldwide, of which 12 in the Western Hemisphere (Argentina, Bolivia, Canada, Chile, Colombia, Costa Rica, Ecuador, Mexico, Panama, United States of America, Uruguay and Venezuela) and has been ratified by seven, of which two in the Western Hemisphere (El Salvador and Panama).  In the United States, passage of the Digital Millennium Copyright Act in 1998 effectively implements the Copyright Treaty. The same countries in the Western Hemisphere have also either signed or ratified the Performance and Phonograms Treaty, which counts with 50 signatures worldwide and five ratifications.  

According to an information document produced by the International Intellectual Property Alliance, "Effective implementation of the WIPO Copyright Treaty (WPPT) and of the WIPO Performances and Phonogram Treaty (WPPT) will give a big boost to efforts to raise the minimum standards of copyright protection around the world, particularly with respect to network-based delivery of copyrighted materials. […]  The Treaties also require each country to provide in its law for a copyright owner's exclusive right of "making available" its works (or phonograms) to the public for on-demand access.  These laws would make it clear that the traditional property rights of copyright owners apply in cyberspace, and that, therefore, only the creator of a song, sound recording, audio-visual product, software program or video game can authorize it to be copied onto a World Wide Web site, or transmitted across the network, or performed or downloaded by a computer or other device half a world away." 

Policy Challenges for FTAA Countries

Legislators in all FTAA countries face the challenge of making the necessary changes to current law.  In some countries, this entails clarifying or expanding existing laws to cover new means of communicating creative works to members of the public, while at the same time doing so in broad terms that will accommodate future changes in technology.  In some of the signatory countries, the legislative bodies have encountered difficulties in the ratification of the Treaties in national law.  The private sector can also be expected to play an important and positive role in this process.

The piracy of copyrighted material on the Internet may also be related to the difficulty of access to, and the cost of information, especially in the case of smaller economies.  In order to solve this problem, cooperative efforts are needed to make the information widely available and easily accessible with respect to the rights of the creators of intellectual property and the presence and distribution of their copyrighted materials over open communications networks, and ensuring redress in cases where their rights are being infringed upon.  

The coordination of private sector, governmental, and international organization efforts to educate the creators of intellectual property (music, books, software) in cyberspace, as well as the public regarding what is legal and what is not with respect to the dissemination of digital material in cyberspace that has intellectual property rights attached to it, is another important area of cooperation.  In addition to these efforts, the tasks of monitoring the Internet for possible infringements and enforcing existing legal measures against piracy are also considered very important yet costly activities.   

Considering the patchwork, nationally-based approach to legislation that countries have followed in the past in developing a regime of intellectual property protection, the necessity to move from a national to a regional to a global position has been obviated by the entrance of new technologies in the creation and dissemination of intellectual property.  Many countries are increasingly consider WIPO as the logical body to provide a global solution to the rapidly evolving relationship between new technologies and the dissemination of content with high intellectual property value over open networks such as the Internet, in conjunction with the framework that exists under the WTO TRIPS agreement.

Internet Governance

The question of Internet governance, that is, whether the Internet needs a special governance structure and what shape this should take, has recently become the subject of many international and domestic debates.  Given its structure, the Internet cannot be governed in the traditional sense of the word, such as through traditional means of government control and oversight.  Nonetheless, the rule of law continues to be essential in building confidence in the medium and in the commercial activity taking place across it.  

One of the main areas of concern regarding competition and electronic commerce is the system for the allocation of top-level domain names (DNS) - suffixes that are part of every Web site address. The Internet Corporation for Assigned Names and Numbers (ICANN) is a new, non-profit, international corporation formed to oversee the Internet's core technical management functions. By September 2000, ICANN is expected to take over responsibility for coordinating the management of the Domain Name system, the allocation of IP address spaces, the coordination of the adoption of new Internet protocol parameters, and the management of the Internet's root server system.

A global agreement on managing these functions is crucial to the Internet, the network that connects millions of different computers and the people who use them. ICANN is still in its formative stages.  ICANN's current primary task is to complete the organization of a system of checks and balances to ensure that the domain name system is managed to meet the legitimate needs of all parties interested in its development.  Among the constituent groups recognized to have a stake in the development of a global governance structure for the Internet are the following:

· the registries for country code Top Level Domains (ccTLDs, such as .de, .uk or .jp)

· commercial and business entities

· the registries for generic Top Level Domains (gTLDs - such as .com, .org and .net)

· intellectual property interests

· not-for-profit organizations and the education community

· Internet Service Providers (ISPs) and other providers of Internet connectivity, and

· registrars (the companies that register the names under which individuals or corporations wish to be known on the Web, such as www.greeneurope.org or www.ibm.com)

· regional IP Address space registries, and

· protocol development organizations.

ICANN also maintains a Governmental Advisory Committee (GAC) comprised of national governments and international treaty organizations that advise ICANN on issues of DNS management that concern governments.

While ICANN is in the process of completing its organizational structure, the corporation is functional and has begun making decisions on issues of pressing concern.  For instance, ICANN has considered and adopted the overall principles of a report of the World Intellectual Property Organisation (WIPO) on Domain Name policy commissioned by the United States Government in the same white paper that launched the process of setting up ICANN. WIPO was asked to consider the intellectual property issues posed by the first-come, first-served system by which Domain Names have traditionally been allocated in the Internet. While designed to enable users to reach Internet resources easily, Domain Names have acquired a further significance as business identifiers and as such have on occasion come into conflict with the system of trademarks that exists in the off-line world.  The report addresses conflicts between trademarks and domain names on the Internet. Among others,  ICANN considered a number of issues dealt with in the WIPO report: how the contact details of Domain Name holders should be treated and payments collected by registrars, payment procedures, dispute settlement mechanisms, the policy on "famous names" and potential new gTLDs. ICANN is currently in the process of adopting a policy that would implement the principles of the WIPO report.

Policy Challenges for FTAA Countries

At this point, perhaps the greatest challenge is for the interested stakeholders in the Western Hemisphere, and in particular the public and private sectors in Latin America and the Caribbean, is to ensure that their interests and needs, both present and future, are well represented in the process.  The potential for Internet growth in Latin America and the Caribbean indicates that significant demand for Domain Names will originate in this region of the world.  It is therefore crucial that  Internet DNS management be able to respond adequately to this demand, such that the growth of electronic commerce is not inhibited.

Taxation and electronic payments

With the advent and recent growth of electronic transactions complementing and in some cases replacing the traditional ways of delivering or exchanging goods and services, governments are faced with a new challenge to their tax administrations. The changing business environment is posing new challenges to governments with respect to tax collection and to businesses with respect to their tax liabilities.  Many tax concepts that were designed for a world of trade in tangible products may need to be adapted in order to apply to property in a world of commerce of information in digital form.  This is especially true of rules requiring a physical presence in the taxing jurisdiction, geographic sourcing rules, distinctions between goods and services, and rules for transfer pricing.

The challenges facing governments with respect to domestic taxation in the electronic age are complex, and involve such issues as: (i) what taxes (if any) should apply to Internet transactions; (ii) the determination of  parties and of residency (for individuals and corporations); (iii) the implications for tax collection of the loss of intermediaries in transactions (the process of disintermediation that takes place in electronic transactions); and (iv) the growing specter of tax  evasion as secure technologies and the very nature of the Internet make it more difficult to link transactional information to a taxpayer.  Some questions have been raised in relation to these issues, among them:

· How can governments determine what is the applicable jurisdiction for tax purposes: where the retailer is physically present, or where the electronic server that serves the website is located?

· Can a web page create a taxable presence? Can the residence of a company that operates from a web site be determined from the location of the web page? Are there alternatives to the concept of permanent establishment?

· What are the compliance difficulties created by disintermediation? 

· How can tax administrations deal with the problems of tax evasion raised by electronic cash (lack of traceability, easier access to tax havens, etc.)?

Another important issue for governments and businesses is how new information and telecommunications technologies will influence the collection of sales, value-added and other indirect taxes.  New technologies for secure electronic payments present an opportunity for governments to enhance their tax services to consumers.  They also present a challenge to tax authorities with respect to (a) how a good or a service that is delivered electronically is to be classified for tax purposes, and (b) how to determine the party to a transaction from whom taxes, such as consumption or sales taxes, shall be collected. For example, in developed countries, the vast majority of services are normally taxable at a positive rate of value-added tax when supplied for domestic consumption and at a zero rate when qualifying as exported services. 

Studies to date indicate that, as electronic commerce conducted over computer networks grows, it could also provide impetus for the growth of electronic money. At present, the development and use of electronic banking and electronic money are still incipient, but the existence of different projects for electronic payment systems projects (small scale or nation-wide) indicates that a great potential exists for their future expansion. 

These payment systems can only be successful if they provide the same level of security, confidence and efficiency as their physical counterparts. To date, electronic money products that have been developed primarily for use over open computer networks rather than for face-to-face purchases are available in a limited manner in only a small number of developed countries. New technologies supporting the electronic storage, transfer, and use of money could have significant implications for consumers, merchants, financial institutions and governments, and still pose some risks for users. 

Encryption technologies have, however, already improved protection against the interception by unauthorized third parties of financial messages sent over the Internet. Authentication of users of electronic payment systems through digital certificates, smart cards and other electronic techniques hold the promise of reducing fraud below the level at which it occurs in conventional systems once the technologies have been developed and widely adopted. 

Policy Challenges for FTAA Countries
With respect to taxation, there are numerous challenges that governments around the world are only beginning to identify and assess. The growth of usage of electronic technologies in business transactions therefore presents both an opportunity for improving the efficiency of tax administrations and a challenge with respect to applying existing sales or value-added tax to electronic commerce.  

On one hand, electronic tax filing and data processing makes tax administration cheaper and more efficient. Enforcement and control can benefit from cross-checking of information between tax departments and between countries. On the other hand, in the jurisdictions where some form of a value-added tax is applied to the sale of goods and services, Internet-based commerce may make the collection of such taxes more costly for inter-jurisdictional transactions. It becomes more difficult to assert tax obligation, determine amounts owed, and collect them, both in the case of services and in the case of cross-jurisdictional shipments of small quantities compared to bulk shipments. Governments may improve the cross-jurisdictional reporting and sharing of information through bilateral and multilateral treaties.

As the number of low-value cross-border electronic transactions is expected to grow, governments need to assess the consequences of this phenomenon for their tax base, while businesses and consumers need to know whether and where they are required to pay taxes on goods and services that they acquire electronically. Governments will need to decide whether electronic transactions are to be subject to the same tax treatment as the buying and selling of goods and services by non-electronic means.

In addition, it is necessary to note that to date there exists no internationally agreed approach on how attribution of income to a website should be done, and no agreed means to determine the ownership of existing websites.  Such a situation raises the question of whether it is possible for governments to monitor, detect or determine the activities of electronic businesses without some form of regulation, and without international cooperation in the absence of a global tax framework.  In such an environment, business enterprises run the danger of being subject to double taxation, while governments may be the victims of electronic tax avoidance.

With respect to electronic payment systems, the questions revolve around the challenges that the new technologies pose for governments, consumers, merchants, and financial institutions:

· Governments will have to consider the question of who will be allowed to issue electronic money, and whether this right will be restricted in the future to banks and other regulated financial institutions, or whether it will be extended to private companies. They might also have to set prudential rules to ensure the stability and financial integrity of the issuers.

· Is it appropriate to regulate a fast growing and changing digital technology at this early stage?  Should governments let the market, through competition and innovation, provide efficiency and consumer benefits as concerns the use of electronic money?

· Some of the risks to be taken into account by consumers, financial institutions and governments include money laundering, tax evasion, illegal gambling and other financial crimes, and fraud and counterfeiting. 

, In deciding how to address this area of activity, governments will need to find the right balance between ensuring the reliability and security of new electronic payment systems and products, and maintaining a competitive environment where innovation can continue to foster new products and lower transactions costs for consumers and business. Realizing the full benefits of new electronic payment technologies may also depend on ensuring the compatibility and interoperability of the various electronic payment systems that are coming into existence worldwide.

Contract law

Uncertainty still exists on such matters as whether agreements entered into electronically are enforceable, how the operative terms of online contracts will be determined by the courts, and what rights parties have to online information.

In any transaction, whether between two businesses, between a business and a consumer, or between a firm and a government entity, the validity of forming contractual relationships electronically must be legally ensured.  All parties to an electronic transaction must feel assured that the legal framework which governs traditional commercial transactions is also applicable to contractual obligations acquired using electronic technologies.  In an increasingly global, electronic marketplace, producers, intermediaries and consumers must know their rights and obligations, as well as the type of redress they may obtain in case their rights are not respected or the obligations are not met.

Creating certainty in this evolving marketplace requires that the technology for engaging in secure electronic transactions be widely available to merchants and consumers. Strong encryption, digital signatures and other authentication devices contribute to enhance the security of on-line transactions. In addition, the laws, rules and regulations governing electronic transactions need also be compatible across jurisdictions and the liabilities of the parties to an electronic transaction must be relatively easy to determine. 

Many jurisdictions (both at the local and at the national level) have not yet adequately addressed questions such as how to contract via an on-line network, what constitutes a "signature" in the on-line environment, and whether and to what extent on-line contracts are enforceable.  This situation creates uncertainty in the electronic marketplace and raises the specter of non-compliance, breach of obligations, and the ensuing costly lawsuits.  In particular,  countries should address the question of liability of the growing number of intermediaries that appear in an open electronic environment, i.e. trusted third parties, certification authorities, Internet payment service providers, anonymous remailers, Internet service providers and others.  Another issue that remains unresolved is how judgments rendered in one jurisdiction may be enforced against a business in another.

Considering that for any given transaction,  the parties may be located in a different jurisdiction or a different country, it is important that consensus be reached at the international level regarding some basic legal  principles regarding terms and conditions for engaging in on-line commerce.

Policy Challenges for FTAA Countries

Several types of contractual and non-contractual issues arise in an electronic trade environment, that FTAA governments must keep in mind in the development of a secure legal framework for electronic commerce. Among the unresolved contractual issues are the following:

· The legal recognition of digitally signed (or otherwise properly authenticated) documents and contracts is essential for ensuring the validity of electronic contracts.  Governments may enable electronic contracting by developing facilitating legislation and offering clear guidelines for the treatment of electronic signatures.  They may also assist businesses in identifying the appropriate technologies for authentication in a non-prescriptive manner.

· In developing norms and rules for the conduct of electronic commerce, governments must be aware of liability issues that may impede the development of electronic commerce.  They may also need to work with business to identify areas where liability rules are required, and to decide how liability should be allocated among different parties in electronic commerce 

For example, a liability issue that is already becoming commonplace is that related to harmful content as well as false advertising and illegal marketing practices distributed via electronic networks.  Are access providers or online services acting as publishers when they distribute materials that they have not created or edited? Should they be able to disclaim responsibility for material they distribute but not create? Should liability, in this case, rest with the author alone?

· The issue of the applicable law and choice of forum in cyberspace remains unsettled.  Various international bodies, such as the International Chamber of Commerce and the OECD, as well as individual governments, are currently seeking solutions to the challenge of determining jurisdiction in electronic transactions.

An unresolved question is whether a particular communication in cyberspace is controlled by the laws of the country where the transmission originated, the laws where an Internet service provider is located (which may be in a different country), the laws where the item is accessed, or all of the above?

It has been argued that a solution to the problem of jurisdiction in electronic commerce could be provided through the harmonization of the commercial codes that govern business transactions, in order to create a model law for commercial practices addressing such issues as the legal recognition of electronic signatures, acceptance of electronic documents by the courts, enforcement of contracts, and commercial pricing practices. 

At the international level, UNCITRAL's Model Law on Electronic Commerce (1996) has developed model legislation based on a set of broad principles that countries could follow when drafting legislation that provides legal validity to non-paper-based contracts.  The more widely the Model Law is adopted internationally, the better the chances that individual efforts will not need to be subjected to harmonization efforts in the future.  The International Chamber of Commerce has also been developing the so-called "E-Terms," a repository of rules and terms used in international trade that are capable of being directly incorporated into contracts.  Another service provided by the ICC comprises a variety of legal resources that enable small companies to draw up international contracts easily.

4.
BUILDING MARKETPLACE CONFIDENCE FOR ELECTRONIC COMMERCE USERS

Work Plan issues: 

· Privacy

· Consumer protection

· Authentication and electronic signatures 

· Security and reliability
Issues such as privacy and consumer protection have become critical in the development of electronic commerce. These are not traditionally considered trade policy issues. The removal of intermediaries in a globally networked environment has brought anonymous merchants and buyers from different countries in direct contact over large distances for the first time.  The global nature of the Internet has added a distinctively new international dimension to issues surrounding the collection, storage, and distribution of information collected by Internet businesses from consumers, as well as to the nature of redress in the case of non-compliance with contractual obligations in an electronic transaction between two parties located in different jurisdictions.  The issue of consumer protection is particularly important in the development of the business-to-consumer segment of the market.  In most instances, different consumer protection laws apply to each transaction, depending on the location of the consumer and that of the vendor.  

Privacy

There are three aspects to privacy. First, there is the right to enjoy a certain amount of personal life free from unwanted interruptions or intrusions. Second, there is the right to communicate with other people without unwanted surveillance. Third, there is the right to control access to information about one's personal life.  Consumers increasingly perceive that new information technology threatens all three forms of privacy. Online privacy thus can be defined as a customer's expectation that their online activities, transactions and preferences will be kept private, and will not be used, misused or misrepresented.

The development of digital computer and network technology, particularly the Internet, has raised new concerns about privacy protection. Recent technological innovations have increased the opportunity to gather large amounts of personal data. As a result, some fear that personal information may be automatically generated, collected, stored, linked, and put to a variety of uses without their knowledge or consent. Consumers have indicated that they are concerned about the privacy of their personal and financial information.  On one hand, of particular concern is the ease with which such information may be disseminated or accessed by unauthorized parties once it is out on the Internet, which has given rise to instances of "identity theft." On the other hand, consumer information is collected by entities sometimes without the consumer's knowledge or consent, raising the issue of an invasion of privacy.  In order to deal with these situations, some governments have developed policies dealing with how businesses collect, store, use and disclose personal information that they collect from their customers.  Industry bodies are also actively developing and incorporating privacy principles into their respective codes of practice. Technological solutions, such as encryption protocols, are also being developed to provide enhanced security to consumers when providing personal information on-line. This is discussed in more detail later in this summary.

Consumer protection

Consumer protection programs in any country encompass an extensive array of laws, regulations and practices that protect consumers against fraud, help ensure the respect of their economic interests, and educate them about their rights, risks and responsibilities when they engage in a variety of transactions.  In sum, consumer protection involves complaint handling, product testing, market research, representation and consumer education. 

Although many countries have developed laws under which consumers can seek redress from fraudulent merchants, the global nature of the Internet raises issues of applicable law and jurisdiction, and venue for handling disputes.  It points to questions such as whose laws apply to advertising, contract terms, or fraud, and to whom do consumers appeal when they need to lodge a complaint against a retailer or a service provider whose place of business is in a jurisdiction or in a country other than that in which the consumer is located.  Some of the existing laws may need to be updated to provide adequate protection to consumers who engage in electronic transactions that may expose them to fraud or other types of practices that may harm consumers who transact on-line.

In this new environment, consumers must learn simultaneously how to deal with the use of new technologies, as well as understand what their rights and obligations are when transacting online.  Consumers, however, may at times find themselves at a disadvantage in this environment, since their capabilities for assessing risk are different (often much lower) than those of businesses due to asymmetries in information and resources for seeking and obtaining redress.  In general, it is merchants who set standards through repeated use and better organizational capacity, resulting in a situation of unequal bargaining power for the consumer.

From a consumer perspective, among the issues that need to be addressed at the national level and which also require international cooperation in order to raise the level of trust and confidence of consumers to engage in electronic commerce, the following are of particular importance:

· Proper disclosure of information regarding the verifiable identity of the vendor, the price of the good being purchased, the validity of the offer, return policy and complaint procedure. 

· Uniform or mutually acceptable elements in the formation of an on-line contract.

· Ensuring the security of the transaction.

· Authentication of consumer and vendor identity.

· Full protection of consumer privacy, including individual access to personal information and an effective compliance mechanism.

· Universally accepted criteria for assessing and assigning liability.

· Development and use of fair, affordable, timely, and effective dispute resolution mechanisms.

Taking steps in any or all of these areas, in particular where such efforts are coordinated at the multilateral level, may help to eliminate the lingering mistrust among the general population when it comes to entering into electronic transactions.  The certainty offered consumers by such steps would eventually foster a growth in the business-to-consumer segment of electronic commerce which continues to lag behind the business-to-business electronic commerce throughout the Western Hemisphere.

Achieving effective protection for consumers in e‑commerce requires a combination of government law enforcement, private sector initiatives and international cooperation.  In order for the electronic marketplace to fully develop, governments, businesses and consumers must address the need to build consumer trust online and minimize unnecessary risks.  

Both governments and the private sector have roles to play in supporting consumer protection in e‑commerce. Governments must continue to protect consumers against fraud, deception and other unfair and illegal practices, and must continue to educate consumers about their rights, risks and responsibilities when engaging in e‑commerce.  On the other hand, there is much that the private sector can do via self‑regulatory codes of conduct to ensure that businesses of all sizes adopt high standards of consumer protection. While countries are likely to take differing approaches to the legal issues, the development of effective online consumer protection should help countries adopt national approaches that will work in a global environment to build consensus in these areas.

The global nature of e‑commerce is also raising the need for international cooperation in two areas.  First, work toward an international consensus on core principles for consumer protection should be a priority.  Second, cross‑border cooperation between law enforcement agencies charged with protecting consumers needs to continue to grow, particularly in light of the fact that many cases of online fraud involve parties in more than one country.

Policy Challenges for FTAA countries

These issues present policy-makers with new challenges with respect to two seemingly disparate goals: creating an environment where the rights of citizens are protected, while avoiding unnecessary restrictions on transborder flows of personal data that could inhibit the potential growth in electronic commerce.  Governments, industry, and consumers have been called on to work together to facilitate the development of a global marketplace that offers adequate consumer protection and legal certainty.

No uniform rules exist at the multilateral level to date to provide a comprehensive framework for addressing concerns related to issues of privacy and consumer protection.  Some international efforts have been made to agree on broad principles which governments and the private sector are expected to follow in developing policies relating to these issues.  For instance, work is being undertaken at the OECD to develop privacy and consumer protection frameworks in the form of guidelines. Preference has been given in general to allowing the private sector to internalize these principles rather than for governments to intervene with heavy regulations and legislation, unless sufficient evidence exists that the measures adopted on a sectoral basis have failed.

In dealing with possible harm to consumers resulting from such practices, several models of privacy protection have evolved, ranging in the degree of government intervention they require.  These models, or regimes, range from industry or sectoral self-regulation, which requires voluntary compliance on the part of companies within an industry, to privacy standards developed at the industry level; to regulations and legislation which require companies to follow certain practices and disclose their policies regarding the protection of individual data.

In FTAA member countries, a variety of approaches are being followed at present.  The United States approach is to address privacy concerns on the basis of self-regulation and on a sector-by-sector basis along with specific legislation. Instead, different industries have specialized laws that specifically address the needs of consumers and businesses in those sectors.  For example, the rules regarding credit information are different from those that govern medical information or academic information.  According to a spokesperson for the United States information industry, this approach has worked well in the United States because it allows different markets to create a legal environment appropriate to their own industry.  In addition, some industries have developed codes of conduct which their members are expected to adopt.  This approach allows companies to respond in a flexible manner to changing consumer preferences and market demand, and offers a reasonable first-level mechanism for ensuring consumers that their personal information is being stored and treated in confidence and is not being shared with third parties or used for purposes than those disclosed in their policies without the consumers' consent.

In other FTAA countries, governments have adopted legislation or regulations in areas where they perceived that the self-regulatory efforts of industry are not meeting the privacy expectations of consumers.  FTAA members differ on the issue of the degree of intervention that is required of governments to enshrine certain principles and practices into law to ensure an adequate level of protection for their citizens.  In Canada, legislation is currently being debated in the country's federal legislature with respect to privacy protection (Bill C-54).  The purpose of the legislation is to create a climate of trust and confidence in the digital marketplace by establishing rules to govern the collection, use and disclosure of personal information "in the course of commercial activities."  The legislation essentially builds on private sector self-regulatory initiatives developed by the Canadian Standards Association, and adds legal recourse and redress measures to those initiatives.

This has been the practice followed by the members of the Organization for Economic Cooperation and Development (OECD).  Three members of the OECD (Canada, the United States, and Mexico) also participate in the FTAA talks.  The OECD has adopted the 1980 Guidelines for the Protection of Privacy.  The Guidelines contain a series of basic principles that could be adopted by governments and implemented by governments and the private sector.  The principles govern the collection, storage, and dissemination of data in such a way that data being collected, by electronic or other means, is guaranteed a certain level of protection from being tampered with or used or sold in an unauthorized manner.  The countries that have adopted the Guidelines to date have implemented them either by encouraging industry self-regulation through the adoption of policies that follow the basic principles contained in the Guidelines, or directly through legislation.  The OECD encourages the adoption of the principles contained in the Guidelines by non-members as well.

Another approach has been to allow or encourage the development technological solutions to address privacy-related problems as they arise.  The reaction time of consumers to new technologies has been shortened considerably and the ability of new technologies to respond to the shortcomings of existing technologies and business practices in terms of consumer protection has improved equally impressively. New services, such as authentication, have also been introduced to address the concerns of the parties engaged in electronic transactions.

Nevertheless, the right to redress in case of dishonest or fraudulent claims by either buyers or sellers must be assured.  Existing consumer protection laws may adequately address these issues with some amendments to  ensure that online consumers receive effective protection no less than that provided in the offline environment. As the technology continues to evolve at breakneck speeds, new legislation, if any is required, must be flexible and therefore remain as technology-neutral as possible.  However, concerns were raised by some FTAA members in the discussion surrounding this topic that if the legislation is entirely technology-neutral it may remain too vague and fail to respond to the concerns of consumers when those concerns arise from the use of a specific technology such as the Internet.

Authentication and electronic signatures/ Security and reliability

The current movement from closed network to open network communication systems poses significant challenges to the international trading system. Open networks such as the Internet offer the possibility of interactive communication between parties and new ways of doing business, new channels of distribution and new methods of reaching the customer. However, they also bring insecurities and concerns. The explosive growth in use of information systems has made provision of proper security essential. Access to secure networks and establishment of security standards have emerged as general user requirements. Generally accepted procedures and rules are needed to provide conditions to increase the reliability of information systems. 

For businesses and government to function in this environment, it is critical to have a mechanism that authenticates electronic communications reliably and securely. There must be confidence that there are ways to prove the origin, receipt and integrity of the information contained in electronic transmissions and that it is possible to identify the parties involved and to associate those parties with the contents of a communication. Without such mechanisms, the technical and legal security of transactions will not be adequate to prevent unauthorized access, fraud, and other commercially detrimental risks.

Security of information and communications systems involves the protection of the availability, confidentiality and integrity of those systems and the data that are transmitted and stored on them. 

· Availability is the property that data, information, and information and communication systems are accessible and function on a timely basis in the required manner. 

· Confidentiality is the property that data or information are not made available or disclosed to unauthorized persons, entities and processes. 

· Integrity is the characteristic of data and information being accurate and complete and entails that data or information have not been modified or altered. Security and authentication mechanisms, particularly those based on cryptographic technologies, can help to address many of the challenges presented by open networks.

The context for the discussion of authentication issues comprises two angles.  The technical angle encompasses the function of electronic signatures, the various techniques and technologies that exist for creating electronic signatures, the processes and the applications used for the authentication of electronic documents, as well as the role, if any, of certification authorities.  The policy implications of these new technologies include the extent of legal recognition afforded electronic signatures in commercial transactions, and the national and international initiatives which currently exist or are under development to address the legal status of electronic signatures.

The 1996 UNCITRAL Model Law on Electronic Commerce contains important non-binding provisions on the legal recognition of electronic signatures.  The Model Law was developed in response to two problem areas that were identified when work on electronic commerce first began at UNCITRAL in the mid-1980s:  (i) the mandatory paper-based documentation requirements in the major laws of most countries and (ii) the incompatibility of domestic contractual frameworks and international trade requirements.  The basic purpose of the Model Law is to establish an equivalence between electronic and paper transactions.  This objective is to be achieved through a process of 'functional equivalence'.  For instance, the function of a signature is to establish the identity of the signatory and the consent of the signatory to the contents of a document.  Any electronic message which fulfills both these functions ought to be regarded as legally acceptable.  Similar considerations were used to establish the types of electronic documents that ought to be considered legally valid. Another important principle used in UNCITRAL's Model Law is 'media neutrality.'  Under this principle, neither of the two kinds of transactions (electronic or paper) receives priority over the other.  The Model Law was designed to cover both commercial and non‑commercial transactions.  The countries that have adopted it are using it also within the sphere of government activities such as government procurement, filing of returns, and other government service matters.

Cryptography is an important component of secure information and communication systems and  one of several essential technologies for authenticating transactions and enabling electronic commerce. It is a discipline that embodies principles, means and methods for the transformation of data in order to hide its information content, establish its authenticity, prevent its undetected modification, its repudiation and unauthorized use. It can be used to protect the confidentiality of data whether in storage or in transit. A variety of applications have been developed to provide data security, but the two most important are: encryption/decryption (for ensuring the confidentiality of data) and digital signatures (to verify the integrity of data or the authentication of the sender of a message).

Cryptography functions by using digital keys (a unique combination of ones and zeros) that can be employed by an individual user to encrypt, decrypt and verify digital data. For most encryption techniques the bit length of the key (the number of digits) can be used as an approximation of the strength of an encryption program. The stronger the algorithm and the longer the string, the harder it is to break.

Biometrics is another important component of secure information and communications systems.  Biometrics operates by measuring a human attribute such as a persons voice, fingerprint or hand geometry.  It is widely viewed as a secure and efficient means of establishing the identity of a person.  Many authentication applications use biometrics in combination with digital signatures and other authentication technologies.

Signature dynamics is yet another technology that is often used as an important component of secure communications systems.  It operates by capturing a handwritten signature on an electronic keypad.  The keypad measures both the path of the pen tip (in drawing the signature) as well as the pressure and other features of the signature.  The measurement is then verified by comparing it with a previous measurement that is on file with the other party to the transaction, or another person.  Signature dynamics have been employed both alone and in combination with other technologies by both government actors and private sector organizations.

Many sectors are also developing secure methods of authentication using secure channels and techniques such as PINS.  In any event, it is clear that the market is developing a wide variety of authentication technologies and methods, and employing these various technologies and methods in an even wider array of implementation models.  These models involve the use of different technologies and combinations of technologies, depending on the requirements of the parties and the transaction. 

Policy challenges for FTAA countries

A critical issue presented by encryption is the perceived conflict between confidentiality and public safety. While the use of encryption is important for the protection of privacy, there may be a need to consider appropriate mechanisms for lawful access to encrypted information. The challenge is then to balance concerns for the protection of privacy and the confidentiality of the business information with the needs of the law enforcement and national security.

On the one hand, governments would like to encourage wider use of cryptography, both to facilitate electronic commerce and to enable users to protect data by keeping communications private during transmission, or securing stored data. At the same time, governments are concerned about the implications that the widespread use of cryptography may have for law enforcement and national security since these technologies may also be used for illegal activities, which can affect public safety, business and consumer interests.  

The tension between commercial interests and national security concerns has raised the specter of potential barriers to the export and otherwise cross-border transfer of strong encryption technology, such as controls maintained by governments on the importation to their countries of computer programs or equipment that permit cryptography or controls on the exportation of such domestically developed software or equipment.  Such controls reduce the availability of encryption in common programs such as operating systems, electronic mail and word processors, and make it difficult to develop international standards for encryption and interoperability of different programs. Moreover, if strong encryption cannot be made available to commercial partners in other FTAA members, and as a result the required degree of security cannot be assured, a significant number of electronic transactions may not be concluded.  Such a situation would have detrimental effects on the development of electronic commerce in the Western Hemisphere. It is important to be mindful of national security concerns, but at the same time to ensure that no unnecessary barriers to electronic trade are erected as a result.

Another public policy concern with international implications is the cross-border recognition of certificate authorities.  According to Stuart A. Baker and Matthew S. Yea, "Trends in International Authentication Legislation: A report Prepared for the Internet Law and Policy Forum, "The ability of a foreign certificate authority to issue a certificate in a particular jurisdiction, or even to confirm the validity of a certificate to someone in that jurisdiction, may be affected by the jurisdiction's licensing requirements and standards for recognizing foreign As [Certificate Authorities]." The risk that arises in this context is that the combination of divergent policy choices and the imposition of formal obstacles to the cross-border use of electronic signatures could inhibit the expansion of global electronic commerce.

To date, only two jurisdictions have reportedly enacted legislation relating to electronic authentication in the Western Hemisphere, the United States and Argentina.  In the United States, it is a prerogative of the individual states to enact legislation concerning electronic signatures.  By the end of 1998, 36 states had introduced or were considering legislation concerning electronic signatures, with 26 states having enacted some type of legislation. Nonetheless, other countries are at different stages of reviewing official studies and proposed legislative initiatives.  Colombia, for example, is in the process of reviewing and adopting proposed legislation, and Canada has studied the issue in depth and is preparing legislation that will recognize electronic signatures and provide for the use of electronic means to communicate or record information or transactions.

Legal experts in the area point out that on a global basis, the initial tendency has been for governments to respond to the challenges posed by the new technologies and the requirements for establishing a stable legal framework for electronic commerce by enacting highly prescriptive legislation based exclusively on digital signature technology.  However, as countries have become cognizant of the wide array of electronic authentication technologies, such as biometrics and signature analysis, the tendency has become more accommodating of other technologies.  

Most countries in the Western Hemisphere maintain relatively liberal policies on the export and import of any strength encryption.  The United States maintains the most restrictive export control regime on cryptographic technology in the Western Hemisphere.  However, provisions have been made for the export of encryption software stronger than 56-bits, and unlimited strength encryption products has been authorized for export in sectors such as banking and finance, insurance, health and medical, and on-line electronic commerce to selected countries, and do not appear to be inhibiting commerce through electronic means.

Two distinct views exist with respect to electronic authentication. The first is that legislation in this field must accommodate a wide array of technologies and avoid any effort to "enshrine" one technology over another, and that it must not accord greater legal benefits and presumptions to certain technologies over others or establishing a "trust infrastructure" that only some technologies require. In this view, authentication legislation must remain as technology neutral as possible. This view is consistent with the principle of media-neutrality from the 1996 UNCITRAL Model Law on Electronic Commerce, in that it does not provide presumptions or legal benefits that diverge from those present in the paper world.  However, concerns have been voiced that such an approach would not confer the degree of legal security that is needed to build the level of confidence that will allow electronic commerce to flourish.  

�  As agreed at ICANN's August meeting in Santiago, Chile.
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