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Privacy

The question of privacy, security and reliability of communication systems that support electronic commerce transactions is becoming one of the issues on which the viability of this type of commerce rests.


Since the advent of computers, with the creation of large computerized data bases and the subsequent access for the masses through telematics, the question of privacy --particularly for individual data-- has been of constant concern for several countries.


Over the past twenty years, several nations have incorporated legal remedies into their legal systems to deal with the violation of privacy and confidentiality of personal data; thus, for example, Germany, Austria, Denmark, France, Luxemburg, Norway, the United Kingdom and Sweden, have specific laws; the United States and Canada have various laws on this issue; Portugal and Spain include them in their constitutions. This is the case of Argentina, which, in 1994, incorporated into its Constitution a law to protect privacy through the institution of Habeas Data.


Now, with the rapid advance of technology, together with the interconnection of computer networks, the problem ceases to be territorial and becomes a transnational problem.


The development of electronic commerce forces users (the consumer) to incorporate a series of personal data into the database of the person offering the merchandise or service; this database is not necessarily going to be located in the territory of the user, or in a territory with legislation that protects the privacy of the user.


This implies a loss of the user’s effective control over the data.  This leads to a setback whereby e-commerce seems to lose its value for society, inasmuch as the enactment of national standards on privacy has been, for the different countries, a long, drawn-out task since it is a question of managing information, in some cases extremely personal information, concerning its citizens and, in all cases, highly sensitive information for the persons involved.


Practices such as the sale of databases for marketing and promotion, or to gather a larger number of personal data than is actually needed for the commercial transaction in question, should be totally eliminated from electronic commerce.


Users need not only security and reliability when entering data about their credit cards for commercial transactions, but they also need to know that that data will not be used for something other than the commercial transaction for which the data have been provided.


We, therefore, consider it important to study the preparation of a hemispheric agreement that covers the following aspects:

1.
Definition of personal data that can be requested when registering for an electronic commerce operation, prohibiting the request for information considered to be highly personal (religious belief, political position, sexual preferences, etc.), except when the request is for data that is directly related to the commercial operation in question;

2.
Clear warning to the user, if applicable, on obligatory information required to complete the transaction, and other information that is optional for the user.

3.
Prohibit database owners from transferring and/or providing third parties with the data included in their databases, unless expressly authorized by the holder of said data to do so.

4.
Implementation of mechanisms that enable the holder of the data contained in a database to access same in order to verify the timeliness and veracity of same.

Consumer protection

As an essential part of market economies, societies increasingly underscore the importance of  participating in different interest groups in national economies. Consumers have ceased to be passive and anonymous subjects of the economy; they now contribute to the very center of entrepreneurial development since they no longer have to adapt to supply.  In current market conditions, supply must adapt to demand; that is, to the wishes of the consumers.


This has led to the organization of jurisdictional and institutional mechanisms designed to defend consumer rights and, if applicable, to defend their own rights.


Institutions such as these exist in our country, as in the other nations in the hemisphere, whether it be through national legislation or through dispute settlement mechanisms (specific tribunals within the Secretariat of Interior Commerce) and consumer representatives (i.e., obligatory representatives in the regulatory agencies on public services).


Since electronic commerce goes across borders, it raises several questions that must be analyzed.  An example of this is the problem of jurisdiction, which is  already being addressed at the hemispheric level.


Other questions, nevertheless, have not yet been the object of study; among them is the establishment of a consumer defense law that is applicable to specific transactions, or, for example, warranty and post-sales procedures for merchandise traded through e-commerce.


Obviously, in some countries these laws can more or less protect consumers; they offer different legal remedies; they are more or less severe with suppliers.


We see different ways to approach this question: one would be to create a convention that regulates consumer protection systems, although we believe that such a mechanism does not provide an immediate solution to the problem, given the time this type of legislation requires.


Another alternative would be to set the jurisdiction for transactions in the consumer’s country,  but we must discard this possibility since it contains a high level of legal uncertainty for suppliers, who would need to adapt their supply to the different systems of the countries with which they carry out their commerce.


The other alternative would be to apply the jurisdiction of the supplier, in which case consumers should be familiar with the legislation to protect their rights in transactions.


In view of the above, we suggest:

1.
Keeping the problem of defining jurisdiction applicable to electronic commerce on the working agenda, dedicating -within these studies- a specific chapter on the problem of how to defend consumer rights;

2.
Until this is achieved, establishing as applicable jurisdiction -in relation to consumer rights- the jurisdiction of the supplier of goods and services, imposing on the supplier the obligation to warn users as to the application of their jurisdiction, offering users a link or hyperlink that enables them, prior to closing the commercial transaction (acceptance of the offer), to consult the legislation referred to by the supplier.


In this way, the consumer would have access to the applicable legislation prior to purchasing through electronic commerce.

3.  Summary

So far, we can summarize by saying that, within the context of electronic commerce and for the development of same, certain aspects must be addressed which, in general terms, are covered by national legislation, but which are not protected at the time of the electronic transaction.


Among these we can mention, inter alia, the protection of privacy, as a means of avoiding the use of this information  in advertising or marketing operations, and the establishment of a mechanism that enables users to become familiar with their rights as consumers in the transactions they undertake.
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