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On June 8 and 9, 1999, the Federal Trade Commission conducted a public workshop to address AU.S. Perspectives on Consumer Protection in the Global Electronic Marketplace.@  The workshop=s purpose was to provide a forum through which as wide a spectrum of interested parties as possible could address topics important to understanding the global electronic marketplace=s potential to benefit consumers and national economies, the factors and circumstances which limit the realization of these benefits, and the appropriate role of consumer protection in international electronic commerce.  Thus, the workshop=s theme was: How can government, industry, and consumers work together to facilitate the development of a global marketplace that offers adequate consumer protection and legal certainty?  

What follows briefly summarizes first recent evidence bearing on the potential for deception in the electronic marketplace and the concomitant need for consumer protection and then the related issues to be addressed at the upcoming workshop.

Recent Evidence  

The risk of deception in the electronic market is growing, if only because that market is growing rapidly.  The market=s growth has been driven by rapid advances in computer and communications technologies, which have significantly transformed the global environment in which consumers and businesses operate.  These technological advances have led to dramatic growth of the Internet (AWeb@), as a means by which increasing numbers of consumers and businesses benefit from lower costs for searching for and buying information and products from around the world.  Worldwide, it is estimated that about 159 million adults over the age of 16 are using the Web, including about 79 million Americans.  Another study has estimated that worldwide Web commerce will be between 1.4 and 3.2 trillion dollars in 2003.  At the retail level, the same study predicts that American and Canadian consumers will spend about $115 billion in 2003.  Thus, whether measured by the number of consumers and businesses using the Web or by the value of Web transactions, the conclusion is unavoidable that the Web has and will continue profoundly to change the way consumers buy products and services.  Recognizing this, the Commission=s workshop seeks information to understand better the interaction between consumer protection and the development of beneficial electronic commerce. 

The concern about consumer protection on the Web is very real.  The Web has already been the focus of a number of Commission law enforcement actions against fraud and deception.  Relying on its broad enforcement authority under Section 5 of FTC Act and other statutes, since 1994 the Commission has brought 82 cyberfraud cases, involving over 200 defendants.  These cases involve mainly garden-variety frauds, such as prize promotions, deceptive offers of business opportunities, credit repair scams, and "get‑rich‑quick" schemes, which have moved to the Web, with serious adverse consequences for consumers.  What is new and different about these Web frauds flow from two characteristics which make the Web such a dynamic market.  The first is that the Web all but eliminates certain entry barriers for both legitimate merchants and scam artists.  Thus, with almost no up-front costs -- using no more than a computer, modem, and a telephone line -- an unscrupulous firm can hold a deceptive online auction, tout a pyramid scheme, or advertise products or services that turn out to be worthless or nonexistent.  The second is the Web=s global reach.  At very low cost, Web frauds can reach, and thus potentially victimize, millions of consumers around the world.  See U.S. submission for cases that illustrate how the Commission=s online law enforcement activities have focused not only on preventing Web frauds, but also providing remedies for injured consumers and deterring future law violators.  

Workshop Issues

Stage Setting.  Understanding how electronic commerce currently proceeds is a predicate for a productive workshop.  Thus, the workshop began with presentations about electronic commerce from four perspectives -- technology, consumers, industry, and law enforcement.  These presentations began with explanations of how the technological infrastructure of the Web facilitates commerce between consumers and businesses around the world.  The consumer and industry perspective presentations sought to outline how consumers and industry, respectively, view online transactions.  For example: are there certain kinds of products and services for which the Web is a well-suited transaction medium; do concerns about Web security keep consumers from entering into Web transactions, and, if so, to what extent; does the Web lower the cost of and increase the benefits from commerce, and, if so, how does it do so; and are there factors and circumstances which presently limit the growth of the electronic commerce or prevent both consumers and businesses from engaging in online transactions?  Finally, the law enforcement presentations addressed how the Web affects law enforcement.  These presentations set the stage for subsequent workshop issues. 

Core Protections for Electronic Consumers.  The question of what core protections, if any, should be afforded electronic consumers is central to the goal of encouraging electronic commerce while still providing adequate consumer protection.  The beginning question is: are there characteristics unique to the Web which either call for protections not provided traditional commerce or render unnecessary traditional protections?  

Virtually everyone recognizes that the question of core protections implicates fair business practices and concerns about authentication.  Each was the subject of a broad-based discussion at the workshop.  

With respect to fair business practices, the workshop began with a panel discussion of various questions related to disclosure.  These questions included: whether there are characteristics unique to the Web which either call for disclosures not provided in traditional commerce or render traditional disclosures unnecessary; what disclosures are needed to enter into an enforceable electronic contract; do the disclosures also serve other purposes; and should any of these disclosures be mandated by law?  The workshop also sought to identify and explain the need for fair business practices and consumer protections (other than disclosures) in electronic transactions. 

With respect to authentication, the workshop program began with presentations about currently available technical solutions.  These presentations set the stage for questions about the costs and benefits of these technologies, including: how great is the risk that a transaction will not be secure, where in the Web does the risk arise, what roles should consumers, merchants, and technology suppliers play to ensure that transactions are secure, what allocation of costs, risks, and benefits among consumers, merchants, and others best encourages electronic commerce and adequate consumer protection, how great is the risk of online identity theft, and finally are third party verification systems viable for international transactions? 

Perspectives on Jurisdiction and Choice of Law.  Because the answers to the questions of choice of law and jurisdiction affect the substantive consumer protection consumers receive, both topics were addressed at the workshop.  In ways subtle and not so subtle -- for example, differences in standards of proof and in standards for liability -- choice of law can significantly affect the amount of protection consumers receive.  Similarly, the choice of jurisdiction can be a major determinant of the cost to consumers of vindicating rights and may, in some cases, make it uneconomical for consumers to sue for even clear law violations.  Depending on how they are resolved, these same issues can affect the costs incurred by businesses in operating in some markets, possibly even preventing some businesses from entering some markets.  The workshop sought to uncover some of the boundaries and trade-offs inherent in choice of law and jurisdiction decisions by a panel discussion of hypotheticals.  Thus, for example, what law should apply when a foreign firm selling into the United States from a server in a third country makes misrepresentations to American consumers and where should injured consumers be able to sue the foreign seller?  Should the result be different if the foreign seller sells into other markets besides the United States?  Should the principles that apply in making these decisions be the same as apply to traditional commerce?  Are there characteristics of the Web that argue for different principles or for the same ones?  The workshop addressed these complicated questions from the U.S. and international perspectives. 

Alternative Frameworks.  Anecdotal experience shows that in certain circumstances private initiatives may prevent disputes from arising or, if they do arise, resolve them more efficiently than traditional litigation.  Accordingly, a workshop panel discussed private initiatives with an eye towards addressing various questions, including: are there private initiatives that have worked and initiatives that have not, are there initiatives which could facilitate informed decision-making by consumers or sellers, how would they work, are there initiatives which have or could resolve disputes more efficiently than other alternatives, are there circumstances which lend themselves to private initiatives and circumstances which do not, and how effective such  initiatives might be in an international setting?  A workshop panel also addressed these same considerations with respect to international bodies and agreements.

Conclusion.  The question of how to ensure consumer protection in the global electronic marketplace raises complex issues the resolution of which bears on whether the societal benefits of the new marketplace will be realized fully.  The Federal Trade Commission, by holding a public workshop on these issues, aims to stimulate an ongoing dialogue on how government, industry, and consumers together can facilitate the development of a global marketplace that offers both adequate consumer protection and legal certainty.       
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