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Consumer Protection Issues in Electronic Commerce

1. Consumer protection

The worldwide number of Internet users increased from 23 million in 1996 to about 100 million by January 1998, and it is anticipated that the number of hosts will reach nearly 30 million by the year 2000, up from less than one million in 1993. But many businesses and consumers are still wary of conducting extensive business over the Internet because of the lack of a predictable legal environment governing transactions.

Whereas business-to-business electronic commerce already has specific rules to ensure the protection of the transactions, the incipient business-to-consumers electronic commerce is not considered sufficiently secure by consumers.  In order to realize the commercial potential of the Internet, consumers  need to have confidence that the goods and services offered are fairly represented, that they will get what they pay for, and that recourse or redress will be available if they do not.

What is consumer protection?

Consumer protection programs in any country encompass an extensive array of laws, regulations and practices that protect consumers against fraud, help ensure the respect of their economic interests, and educate them about their rights, risks and responsibilities when they engage in a variety of transactions.  In sum, consumer protection involves complaint handling, product testing, market research, representation and consumer education. 

The global nature of the Internet raises issues of jurisdiction and venue for handling disputes.  It points to questions such as whose laws apply to advertising, contract terms, or fraud, and to whom do consumers appeal  when they need to lodge a complaint against a retailer or a service provider whose place of business is in a jurisdiction or in a country other than that in which the consumer is located.

What threats or uncertainties do consumers face?

· Fraud and deception

There is widely publicized concern about fraud, scam and copycat web sites. The consumer has no direct contact with the merchant and cannot easily verify the quality of the goods or the reliability of the vendor. Marketing messages can be personalized and instantaneous, enticing consumers to make impulse purchases.  At first sight, the consumer cannot know for sure that the site she has logged onto is genuine and not a copycat site conducting a fraud or scam.  Genuine looking domain names can still be easily registered by potentially unscrupulous agents; it is not difficult to create and publicize a 'copycat' web site, which could then be used to defraud the consumer.

· Terms of contract

Given the nature of on-line transactions, a minimum prerequisite in on-line contracts would appear to be  clear and comprehensive information before and after any purchase of goods and/ or services. Such information should include the seller's legal identity and physical location, the total price of goods, payment arrangements, any restrictions or conditions on purchases, including warranties or guarantees, refund arrangements, length and validity of the offer, and mechanisms for handling complaints and offering redress.

· Privacy

Consumers have indicated that they are concerned about the privacy of their personal and financial information.  On one hand, of particular concern is the ease with which such information may be disseminated or accessed by unauthorized parties once it is out on the Internet, which has given rise to instances of "identity theft." On the other hand, consumer information is collected by businesses sometimes without the consumer's knowledge or consent, raising the issue of an invasion of privacy.  In order to deal with these situations, some  governments have issued standards dealing with how businesses collect, store, use and disclose personal information that they collect from their customers.  Industry bodies are also actively developing and incorporating privacy principles into their respective codes of practice. Technological solutions, such as encryption protocols, are also being developed to provide enhanced security to consumers when providing personal information on-line.

· Jurisdiction and dispute resolution

In the expanding on-line environment where buyers and sellers often interact at great physical distance, there is growing recognition that resolving disputes arising from transborder transactions may involve greater difficulty than resolving those conducted within the consumer's national boundaries.  Questions of jurisdiction, choice of law, and effective enforcement of protections against fraud and deception are important in light of the boundary-less nature of the medium.  Transborder disputes that arise from on-line purchases are likely to involve small dollar values, and consumers have to face high litigation and travel costs and great emotional inconvenience in settling such disputes. Therefore, one of the major challenges to global electronic commerce is to provide consumers with a reasonable and simple way to resolve disputes.

Why the need for an adequate consumer protection scheme?

International commerce has always posed potential difficulties for consumers trying to enforce their rights. The reach and speed of electronic commerce adds to the traditional challenges. To be a viable alternative to traditional forms of international commerce, consumers must feel that they enjoy the same level of protection when they engage in electronic commerce.  Adequate consumer protection will help remove the barriers that prevent many people from buying online and will enhance the benefits of electronic commerce for both consumers and businesses.

Self-regulation or government legislation?

As in other areas of commercial activity, the private sector has made serious attempts at self-regulation with respect to consumer protection.  For example, in the financial sector in particular, codes of practice that ensure effective disclosure of necessary information and are accompanied by dispute resolution schemes are well developed. In addition, some consumer protection agencies and industry coalitions already try to improve prevention and enforcement of laws against telemarketing fraud, offer consumers advice about promotions in cyberspace and report  suspected online and Internet fraud to the appropriate government agencies.
Nonetheless, many consumers feel that without legal guarantees, the reach of these efforts at self-regulation are not enough since they lack a clear enforcement mechanism and do not provide the level of guarantee that they expect in a commercial transaction. Governments have been cautioned against rushing in to fill this perceived regulatory void, which could result in onerous restrictions on the activities of on-line businesses and may stifle the growth of electronic commerce.  Governments continue to face the conundrum of determining the appropriate balance between government intervention and industry self-regulation.

2. Questions to be considered by the Committee

Regulatory framework

· Should governments pass laws to back up self-regulatory initiatives by the private sector or should they regulate the protection of the on-line consumer specifically? 
· Is it necessary to draft new laws, or are the protections provided under existing consumer protection laws applicable to on-line transactions?
· How can questions of jurisdiction and applicable law best be addressed in an increasingly global market?
Prevention of crime, fraud and other illegal activities

· What methods can governments employ to prevent cybercrime? 

· How can governments best work with the private sector in designing mechanisms of redress for  consumers who have been the victims of Internet fraud or scams?

· In the borderless global environment of the Internet, internationally incompatible national laws on advertising and promotions can impede cross-border sales.  Should governments attempt to establishing global standards, or make existing national laws compatible across jurisdictions (e.g., through mutual recognition), in such a way that the legitimate advertising activities of businesses are not unnecessarily restricted and the rights of consumers (i.e., privacy) are simultaneously protected?

· How is it possible to ensure a balance between consumer protection and safeguarding advertisers’ freedom of expression?

Consumer education

· How accessible is the information that makes consumers aware of their rights, risks and responsibilities when engaging in transactions over open networks?

· Where this information is not readily available, how can access to it be improved (e.g. through joint efforts by governments, the private sector and (non-governmental) consumer protection  bodies)? 

Contract formation and content

· When is the contract drafted, enforced, valid? 

· Are digital signatures legally accepted for a contract to be considered valid? How can the consumer protect his or her signature from unauthorized use? 
· Is the consumer duly informed of all the steps necessary for the drafting of an electronic contract, its enforceability and revocability, and means of redress in case of non-compliance? 
Redress/Dispute resolution mechanisms

· What happens in case of non-fulfillment of contract? 

· How can a consumer obtain redress for injuries caused by faulty products? 
· What recourse will consumers have in the event of mistake or fraud? 

· In the event of a dispute involving a seller and a buyer in different countries, whose laws apply? 

· How should disputes involving small-value transactions best be dealt with? 

· How successful have alternative dispute resolution mechanisms developed by the private sector been to date? 

3.  Work being done in international fora on the issue

The OECD, the G-7 Information Society and Development Conference, the Latin American Telecommunications Summits and the APEC Telecommunications Ministerials have already engaged in efforts to explore opportunities for international cooperation to protect consumers and to prosecute false, deceptive, and fraudulent commercial practices in cyberspace.

European Union (EU): The EU is considering the licensing of Internet service providers across Europe. A directive on contracts negotiated at distance, which covers electronic transactions, and a number of horizontal directives (on unfair contract terms in consumer contracts, on misleading advertising), have already been adopted.

International Chamber of Commerce (ICC): The ICC Commercial Crime Services is in the process of setting up a computer crime unit to provide information on cybercrime to governments and the business community.

International Telecommunications Union (ITU): The ITU has designed a pilot project to secure business-to-consumer transactions in electronic commerce.

United Nations Commission on International Trade Law (UNCITRAL): UNCITRAL has completed work on a Model Law that supports the commercial use of international contracts in electronic commerce (1996). The Model Law establishes rules and norms that validate and recognize contracts formed through electronic means, sets default rules for contract formation and governance of electronic contract performance, defines the characteristics of a valid electronic writing and an original document, provides for the acceptability of electronic signatures for legal and commercial purposes, and supports the admission of computer evidence in courts and arbitration proceedings.

United Nations Guidelines for Consumer Protection (Resolution 39/85): The General Assembly adopted these guidelines in 1985. They provide an internationally recognized set of basic objectives in the following areas: basic needs, safety, information, choice, representation, redress, consumer education and healthy environment. The guidelines are in the process of being actualized (since 1995).
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