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1. Background to the issue 

Building a marketplace requires trust, be it in the electronic or physical world. As more  commercial activities take place through the Internet, online security is of utmost importance for businesses and consumers alike. Studies to date indicate that, as electronic commerce conducted over computer networks grows, it could also provide impetus for the growth of electronic money. At present, the development and use of electronic banking and electronic money are still incipient, but the existence of different projects for electronic payment systems projects (small scale or nation-wide) indicates that a great potential exists for their future expansion. 

These payment systems can only be successful if they provide the same level of security, confidence and efficiency as their physical counterparts. New technologies supporting the electronic storage, transfer, and use of money could have significant implications for consumers, merchants, financial institutions and governments.

Overview of Existing Electronic Payment Systems

Currently, over thirty systems and technologies are being proposed and tested for electronic payments. They differ in a number of ways such as size of payment; whether the system is closed (e.g. a specific system for a specific purpose such as a pre-paid phone card), or open (a generic system for a wide variety of uses such as a stored value card); degree of anonymity; level of security and consumer protection; and type of payment (credit, debit or electronic cash). 

One of the first technologies developed for conducting commerce electronically is the  “Electronic Data Interchange” (EDI), which is still used today. A newer and thus far less established technology is the “Secure Electronic Transaction” (SET) Protocol. The SET Protocol makes use of “digital certificates” that uniquely certify that the holder is authorized to use a payment card. Currently, the majority of consumers that buy through the Internet use credit cards with magnetic stripes or embedded chips but there is no specific regulatory framework to protect them.

In large-scale wholesale transactions, money has been transmitted electronically over closed, wire transfer systems for a long time. Now, money in retail transactions is becoming electronic, transformed into information stored on a computer chip in a plastic card or on a personal computer so that it can be transmitted over open information systems, such as the Internet.  To date, electronic money products that have been developed primarily for use over open computer networks rather than for face-to-face purchases are available in a limited manner in only a small number of developed countries. 

The growing use of electronic money and electronic payments: Implications for governments 

Controlling money is a crucial issue for governments.  The proliferation of electronic payment systems and the growing consumer confidence in their use as the technology improves and the payment systems become more reliable will likely lead to the growth in the use of electronic money.  Such a development, coupled with the growing number of anonymous transactions over the Internet could have several implications in terms of public policy. 

First, governments might have to decide who will be allowed to issue electronic money, and whether this right will be restricted in the future to banks and other regulated financial institutions, or whether it will be extended to private companies. They might also have to set prudential rules to ensure the stability and financial integrity of the issuers.

Second, the prospect of having very large flows of uncontrolled money traveling electronically from one country to another poses a critical challenge to central banks. How will they be able to measure the flow and supply of money and conduct monetary policy? Governments in developed countries realizing that they need to pay renewed attention to the benefits of macroeconomic coordination, which may become increasingly important with the growth of electronic transactions.

Potential Costs, Risks and Benefits of Electronic Payment Systems

There are risks involved in using any payment system, be it physical or electronic. But the magnitude of risks in using electronic money products is uncertain given first, the scale and speed of the transactions involved and second, the lack of a large-scale, worldwide electronic payment system. Risks may also vary across products. 

Some of the risks to be taken into account by consumers, financial institutions and governments include:

· money laundering: how will law enforcement agencies detect it and prevent it?

· tax evasion: if electronic money is anonymous, fraud is easier;

· illegal gambling and other financial crimes;

· fraud and counterfeiting. 

Encryption technologies have already improved protection against the interception by unauthorized third parties of financial messages sent over the Internet. Authentication of users of electronic payment systems through digital certificates, smart cards and other electronic techniques (biometric tests, for example) hold the promise of reducing fraud below the level at which it occurs in conventional systems.

Competition between companies has spurred significant innovation, and a flurry of new payment systems with a higher level of security for users promises to lower the costs of financial transactions. Business users and consumers will have to choose, for each transaction, which system suits their needs best, so they will need adequate information to make the right choices.  In regulating this area of financial activity, governments will have to find the right balance between ensuring the reliability and security of new electronic payment systems and products, and maintaining a competitive environment where innovation can continue to foster new products and lower transactions costs for consumers and business. At this point in time, the cost of existing electronic payment systems is still high, especially for microtransactions (transactions of a value lower than $10). 

Realizing the full benefits of new electronic payment technologies may also depend on ensuring the compatibility and interoperability of the various electronic payment systems that are coming into existence worldwide.

2. Questions for discussion:

Regulatory framework

What role could and should governments play in the development of electronic payment systems? 

Is it appropriate to regulate a fast growing and changing digital technology at this early stage?  Should governments let the market, through competition and innovation, provide efficiency and consumer benefits as concerns the use of electronic money? 

Consumer protection

How can the development of effective, low-risk, low-cost, and convenient payment and financial services for consumers and businesses be encouraged?

How can consumers be provided with adequate protection against fraud and unfair practices, financial loss, or unnecessary intrusions on personal privacy? Should a new regulatory framework be developed for this purpose? 

What measures could consumers and merchants take to avoid consumer risks? 

Should governments rely exclusively on encouraging or sanctioning industry-designed codes of behavior and self-regulatory measures aimed at ensuring that consumer concerns are adequately addressed?

International cooperation

What is the level of international cooperation required to limit systemic risks that could threaten the stability of financial markets in an age of increasingly anonymous cross-border financial transactions which involve large sums of money? 

Technical standards

To what extent should governments be involved in setting and negotiating standards to promote interoperability for the use of electronic payment systems? Could electronic standards potentially become new barriers to trade? 

3. Work in international bodies:

Bank for International Settlements, Basle Committee on Banking Supervision, (Risk management for Electronic Banking Money Activities, March 1998): The purpose of this document is to provide guidelines for supervisory authorities and banking organizations as they develop methods for identifying, assessing, managing and controlling the risks associated with electronic banking and electronic money. 

Bank for International Settlements, Report of the G10 Working Party on Electronic Money (April 1997): Formed at the request of the G7 Heads of State meeting in June 1996, the G-10 Working Party has analyzed the development of new payment products and has issued three reports addressing consumer issues, law enforcement and supervisory issues. In particular, these reports focus on the financial integrity, technical security, and vulnerability to criminal activity of electronic money. The Working Party also consulted with private sector organizations that are developing or implementing electronic money systems.

OECD:  The OECD has analyzed in various Committees, Working Groups, and Workshops the role of governments with respect to the development of standards for the interoperability of electronic payment systems.  The OECD has also undertaken projects to assess tax evasion issues in electronic commerce and the implications of the development of electronic money for the relevance of existing tax principles and tax administration.

Financial Action Task Force on Money Laundering (FATF): Established at the G-7 Summit in Paris in 1989, the FATF was mandated to examine measures to combat money laundering.  In April 1990, the FATF issued a report containing Forty Recommendations in this area.  The recommendations are designed to provide a comprehensive blueprint for action against money laundering covering the criminal justice system and law enforcement, the financial system and its regulation, and international co-operation.  The Recommendations are not a binding international convention, but each of the FATF members made a firm political commitment to combat money laundering.  In 1996 the recommendations were modified to take into account recent money laundering trends and potential future threats, including threats from new technological developments that might favor anonymity.

4. Private sector initiatives

World Wide Web Consortium: Joint Electronic Payment Initiative (JEPI), 1996: W3C is an international industry consortium which provides information on the Internet. JEPI is a joint project of W3C and CommerceNet with a number of industry partners to provide an architecturally viable and neutral mechanism for negotiating automated payment instruments over the Web. It is a way to negotiate and select a single payment system to be used for a particular transaction from multiple payment systems installed on the client server platform. 
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